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1. Sharing your email address and spotting scams 

Hello, 

Welcome to Age UK’s advanced guide to email.  

In our beginner’s guide, we showed you how to set up an email 
account and send an email to family and friends. We followed  
up with an intermediate guide, where we explained how to do tasks 
like replying to messages and organising your Inbox. We also showed 
you how to identify and flag spam and junk emails. 
In this guide, we’ll show you how to use your email address to sign-up to email 
newsletters and activate online accounts, such as shopping accounts.  

Keeping your email safe
You might be wary of sharing your email address with others, which is completely 
understandable. I felt the same myself. But, once I got the hang of setting up online 
accounts using my email address and familiarising myself with basic web security,  
I realised it’s not as daunting as I first thought. 
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This is an advanced guide for people who want to learn more 
about using email. To use this guide, you’ll need to have already 
set up a Gmail or Outlook email account. If not, please go to  
‘A beginner’s guide to email’ to learn how to do this. 
You should also have a basic understanding of how your email account works  
and feel confident sending and replying to emails. If you’re unsure, please see  
‘An intermediate guide to email’ for tips.

In this guide, we’ll talk you through examples of when you might share your email 
address with others and things to look out for if you’re sharing your email address 
online. We’ll also explain how to keep your personal information safe online. 

Before reading this advanced guide, you should feel comfortable: 

•	 using a computer, laptop, tablet or smartphone 

•	 connecting to and browsing the internet 

•	 logging on to your Gmail or Outlook email account. 
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To help you get to grips with sharing your email address  
and understanding basic website security, we’ve put together this 
useful list of common words and phrases that you may come across.  
These are in alphabetical order so can you refer to them easily when 
working through this guide. 

Attachment: Any file, photograph, video  
or document you add to your email is 





Subscribe: To sign up to receive emails 
from people, businesses or organisations. 
By sharing your email address and opting  
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4. When to share your email address 

Email is a great way to keep in touch with people and is much faster 
and more efficient than traditional letter writing. 
As well as communicating with friends and family, you might use your email address  
for other purposes, including:  

•	 signing up to email newsletters 

•	 shopping online 

•	 online banking 

•	 paying bills online. 

We’ll go into each of these in a little more detail, so you can get to grips with when  
it might be appropriate to share your email address. 



4. When to share your email address 

Another way to sign up to email newsletters is when you buy something online.  
Often when you’re about to pay online, you’ll be asked if you’d like to opt in to receive 
email marketing from the company you are buying from and any third parties they  
are associated with. If so, you can tick a box confirming that you’d like to be added  
to their mailing lists. 

If you decide you no longer want to receive these emails, you can unsubscribe.  
See page 18 for more details on unsubscribing from emails. 

Note: sometimes companies ask you to opt out of receiving email marketing,  
rather than to opt in. This means you’ll be automatically added to the mailing  
list unless you tick this box. The easiest way to know if or not you’re signing  
up for email newsletters is to read the small print.

Using your email address to shop online
Whenever you shop for goods or services online, you’ll be asked to share your  
email address. This is so the company can send you an email to confirm your order  
and to notify you when it has been dispatched. 

It’s generally safe to share your email address when shopping online with a legitimate 
company. For tips on knowing if a website is legitimate or not, see page 20. 

It’s worth noting that even though you are sharing your email address with  
a company, this doesn’t give them the right to start sending you unsolicited emails.  
Under the Government’s data protection guidelines, if you have opted out of a company’s 
mailing list for other marketing, they should only email you about orders you make. 

Ie ru make. 



If you’re ever unsure whether an email is genuine, use a trusted phone number to contact 
your bank to make sure. Never use a contact number from an email you’re suspicious of.

Using your email address to pay bills online 
Most utility companies like gas, electric, broadband and phone companies encourage  
you to set up online accounts to keep track of your latest bills and tariffs, rather than  
send mail in the post. 

To access this information, you need to register an online account with your utility  
provider. Usually this will require entering your name, account number, email address  
and setting a password. 

If you are a new customer, this can usually be done online when you sign up.  
If you are an existing customer, you might need to call the utility company to request 
instructions or information. Have your account information handy when you call  
so they can easily identify who you are. 

Once you have created your online account, you can opt in to paperless billing.  
This means rather than send you bills in the post, they’ll email you to let you know when 
your latest statement is ready to be viewed online.
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Most websites ask you to confirm your email address before they  
add you to their mailing list. They usually do this by sending you  
an automated email with a link to confirm your email address.  
It will usually say something like: ‘Thank you for signing up to our mailing list. To confirm 
your subscription please click here.’ It will then give you a web link to click on. 

If you are confident you have signed up to the mailing list, then click on the link,  
which will take you to the company or organisation’s website and to a page that will  
say something like: ‘Thank you. Your email subscription is now complete’. 

This means you will now receive regular email correspondence from that particular 
company or organisation. 

If you receive an email like this that you weren’t expecting from a company, don’t click  
on it. Instead, mark it as spam or junk mail.
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•	 Keep your devices up to date. It doesn’t matter whether you use a laptop, computer, 
smartphone or tablet to go online, you need to make sure your operating system and 
apps are up to date. Developers release new computer programs all the time to fix bugs 
and install the latest security. If you get a notification on your device telling you  
an update is available, don’t ignore it.  

•	 Think before using online accounts in public. While it might be tempting to log-on  
to your online accounts, like your bank, using public WiFi, it’s best avoided. This is 
because it’s easy for cyber criminals to access these public WiFi networks and hack  
into your browsing history and online accounts. 

•	 Don’t overshare. If you’re new to going online, you may have decided to set  
up a Facebook or Instagram account to keep in touch with friends and loved ones. 
There’s absolutely nothing wrong with interacting with others online but be careful what 
you share on public platforms. Hackers can use your social media profile to guess your 
online passwords and answer security questions about you. To stay safe, boost your 
privacy settings and limit who can see your social media accounts to people you know.

For more tips on protecting your personal information online,  
read ‘A beginner’s guide to staying safe online’.   
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We provide advice and information for people in later life through our  


